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(iii) Coordinating with the local Staff
Judge Advocate to determine whether
a more formal investigation such as a
commander’s inquiry or an AR 15-6 in-
vestigation is appropriate; and

(iv) Ensuring the decision at the
local level from either the Privacy Act
Officer or other individual who di-
rected a more formal investigation is
provided to the complainant in writing.

(2) The decision at the local level
may be appealed to the next higher
command level Privacy Act Officer.

(3) A legal review from the next high-
er command level Privacy Act Officer’s
servicing Staff Judge Advocate is re-
quired prior to action on the appeal.

§505.13 Computer
ment Program.

(a) General provisions. (1) Pursuant to
the Privacy Act and this part, DA
records may be subject to computer
matching, i.e., the computer compari-
son of automated systems of records.

(2) There are two specific kinds of
Matching Programs covered by the Pri-
vacy Act—

(i) Matches using records from Fed-
eral personnel or payroll systems of
records; and

(ii) Matches involving Federal ben-
efit programs to accomplish one or
more of the following purposes—

(A) To determine eligibility for a
Federal benefit;

(B) To comply with benefit program
requirements; and

(C) To effect recovery of improper
payments or delinquent debts from cur-
rent or former beneficiaries.

(3) The comparison of records must
be computerized. Manual comparisons
are not covered.

(4) Any activity that expects to par-
ticipate in a Computer Matching Pro-
gram must contact the DA FOIA/P Of-
fice immediately.

(5) In all cases, Computer Matching
Agreements are processed by the De-
fense Privacy Office and approved by
the Defense Data Integrity Board.
Agreements will be conducted in ac-
cordance with the requirements of 5
U.S.C. 552a, and OMB Circular A-130.

(b) Other matching. Several types of
computer matching are exempt from
the restrictions of the Act such as
matches used for statistics, pilot pro-

Matching Agree-
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grams, law enforcement, tax adminis-
tration, routine administration, back-
ground checks, and foreign counter-
intelligence. The DA FOIA/P Office
should be consulted if there is a ques-
tion as to whether the Act governs a
specific type of computer matching.

§505.14 Recordkeeping
under the Privacy Act.

(a) AR 256-400-2, The Army Records In-
formation Management System (ARIMS).
To maintain privacy records are re-
quired by the Army Records Informa-
tion Management System (ARIMS) to
provide adequate and proper docu-
mentation of the conduct of Army
business so that the rights and inter-
ests of individuals and the Federal
Government are protected.

(b) A full description of the records
prescribed by this part and their dis-
position/retention requirements are
found on the ARIMS Web site at https./
www.arims.army .mil.

requirements

APPENDIX A TO PART 505—REFERENCES

(a) The Privacy Act of 1974 (5 U.S.C. 552a,
as amended).

(b) OMB Circular No. A-130, Management
of Federal Information Resources.

(c) AR 25-55, The Department of the Army
Freedom of Information Program.

(d) DA PAM 25-51, The Army Privacy Pro-
gram—System of Records Notices and Ex-
emption Rules.

(e) DOD Directive 5400.11, Department of
Defense Privacy Program.

(f) DOD 5400.11-R, Department of Defense
Privacy Program.

(g) AR 25-2, Information Assurance

(h) AR 25-400-2, The Army Records Infor-
mation Management System (ARIMS).

(1) AR 27-10, Military Justice.

(i) AR 40-66, Medical Record Administra-
tion and Health Care Documentation.

(k) AR 60-20 and AFR 147-14, Army and Air
Force Exchange Service Operating Policies.

(1) AR 190-45, Law Enforcement Reporting.

(m) AR 195-2, Criminal Investigation Ac-
tivities.

(n) AR 380-5, Department of Army Informa-
tion Security Program.

(o) DOD Directive 5400-7, DOD Freedom of
Information Act (FOIA) Program.

(q) DOD 5400.7-R, DOD Freedom of Infor-
mation Program.

(r) DOD 6025.18-R, DOD Health Information
Privacy Regulation (HIPAA).

(s) U.S. Department of Justice, Freedom of
Information Act Guide and Privacy Act
Overview.
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(t) Office of Secretary of Defense memo-
randum, dated July 15, 2005, subject: Noti-
fying Individuals when Personal Information
is Lost, Stolen, or Compromised located at
hitp://www.army.mil/ciog6/referencs/policy/dos/
OSDprivateinfo.pdf.

APPENDIX B TO PART 505—DENIAL AU-
THORITIES FOR RECORDS UNDER
THEIR AUTHORITY (FORMERLY AC-
CESS AND AMENDMENT REFUSAL AU-
THORITIES)

(a) The Administrative Assistant to the
Secretary of the Army is authorized to act
for the Secretary of the Army on requests
for all records maintained by the Office of
the Secretary of the Army and its serviced
activities, as well as requests requiring the
personal attention of the Secretary of the
Army. This also includes civilian Equal Em-
ployment Opportunity (EEO) actions. (See
DCS, G-1 for Military Equal Opportunity
(EO) actions.) The Administrative Assistant
to the Secretary of the Army has delegated
this authority to the Chief Attorney, OAASA
(See DCS, G1 for Military Equal Opportunity
(EO) actions).

(b) The Assistant Secretary of the Army
(Financial Management and Comptroller) is
authorized to act on requests for finance and
accounting records. Requests for CONUS fi-
nance and accounting records should be re-
ferred to the Defense Finance and Account-
ing Service (DFAS). The Chief Attorney,
OAASA, acts on requests for non-finance and
accounting records of the Assistant Sec-
retary of the Army (Financial Management
and Comptroller).

(c) The Assistant Secretary of the Army
(Acquisition, Logistics, & Technology) is au-
thorized to act on requests for procurement
records other than those under the purview
of the Chief of Engineers and the Com-
mander, U.S. Army Materiel Command. The
Chief Attorney, OAASA, acts on requests for
non-procurement records of the Assistant
Secretary of the Army (Acquisition, Logis-
tics and Technology).

(d) The Deputy Assistant Secretary of the
Army (Civilian Personnel Policy)/Director of
Civilian Personnel, Office of the Assistant
Secretary of the Army (Manpower and Re-
serve Affairs) is authorized to act on re-
quests for civilian personnel records, per-
sonnel administration and other civilian per-
sonnel matters, except for EEO (civilian)
matters which will be acted on by the Ad-
ministrative Assistant to the Secretary of
the Army. The Deputy Assistant Secretary
of the Army (Civilian Personnel Policy)/Di-
rector of Civilian Personnel has delegated
this authority to the Chief, Policy and Pro-
gram Development Division (NOTE: Requests
from former civilian employees to amend a
record in an Office of Personnel Management
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system of records, such as the Official Per-
sonnel Folder, should be sent to the Office of
Personnel Management, Assistant Director
for Workforce Information, Compliance, and
Investigations Group: 1900 E. Street, NW.,
Washington, DC 20415-0001).

(e) The Chief Information Officer G-6 is au-
thorized to act on requests for records per-
taining to Army Information Technology,
command, control communications and com-
puter systems and the Information Re-
sources Management Program (automation,
telecommunications, visual information,
records management, publications and print-
ing).

(f) The Inspector General is authorized to
act on requests for all Inspector General
Records.

(g) The Auditor General is authorized to
act on requests for records relating to audits
done by the U.S. Army Audit Agency under
AR 10-2. This includes requests for related
records developed by the Audit Agency.

(h) The Director of the Army Staff is au-
thorized to act on requests for all records of
the Chief of Staff and its Field Operating
Agencies. The Director of the Army Staff has
delegated this authority to the Chief Attor-
ney and Legal Services Directorate, U.S.
Army Resources & Programs Agency (See
The Judge Advocate General for the General
Officer Management Office actions). The
Chief Attorney and Legal Services Director,
U.S. Army Resources & Programs Agency
acts on requests for records of the Chief of
Staff and its Field Operating Agencies (See
The Judge Advocate General for the General
Officer Management Office actions).

(i) The Deputy Chief of Staff, G-3/5/7 is au-
thorized to act on requests for records relat-
ing to International Affairs policy, planning,
integration and assessments, strategy for-
mulation, force development, individual and
unit training policy, strategic and tactical
command and control systems, nuclear and
chemical matters, use of DA forces.

(j) The Deputy Chief of Staff, G-8 is au-
thorized to act on requests for records relat-
ing to programming, material integration
and externally directed reviews.

(k) The Deputy Chief of Staff, G-1 is au-
thorized to act on the following records: Per-
sonnel board records, Equal Opportunity
(military) and sexual harassment, health
promotions, physical fitness and well-being,
command and leadership policy records, HIV
and suicide policy, substance abuse programs
except for individual treatment records
which are the responsibility of the Surgeon
General, retiree benefits, services, and pro-
grams (excluding individual personnel
records of retired military personnel, which
are the responsibility of the U.S. Army
Human Resources Command-St. Louis), DA
dealings with Veterans Affairs, U.S. Soldier’s
and Airmen’s Home; all retention, pro-
motion, and separation records; all military
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